
Module 1 
Security Fundamentals 

Submodule	3:	Cybersecurity	Profession	&	Careers	
	

Submodule	Learning	Outcomes:		
Explain	what	cybersecurity	entails	as	a	profession	
Enumerate	typical	cybersecurity	working	roles	
Demonstrate	knowledge	about	resources	for	cybersecurity	
education	and	training	
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What is Cybersecurity? 
• Cybersecurity	is	the	practice	of	protecting	systems,	
networks,	and	programs	from	digital	attacks.	These	
attacks	are	usually	aimed	at	accessing,	changing,	or	
destroying	sensitive	information;	extorting	money	
from	users;	or	interrupting	normal	business	
processes.	(from	cisco.com)	

• Cybersecurity	professional	are	those	who	can	
provide	various	types	of	such	protection.		
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Who Are Hiring? 
• Government	agencies	
• Defense	contractors	
• Private	sectors	
•  Healthcare	
•  Finance	
•  Manufacturing	
•  Retail	
•  …	
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Cybersecurity Workforce Shortage 
•  The	
Global	Information	Security	Workforce	Study	finds	
that	the	cybersecurity	workforce	gap	is	on	pace	to	
hit	1.8	million	by	2022	–	a	20%	increase	since	2015.	
• According	to	CSO.com,	it	is	estimated	that	there	
are	350,000	open	cybersecurity	positions	in	the	US.		
It	is	predicted	that	we	will	see	a	global	shortfall	of	
3.5	million	cybersecurity	jobs	by	2021.	
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Money Talks 
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The	Bureau	of	
Labor	Statistics	
expects	
“Information	
Security	Analysis”	
positions	to	grow	at	
a	rate	of	18	percent	
through	2024.		
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What Jobs Are Out There?  
•  There	is	a	wide	range	of	jobs	in	the	general	
cybersecurity	field.		
• NICE	Cybersecurity	Workforce	Framework	(NCWF):	
•  Created	by	the	National	Initiative	for	Cybersecurity	
Education	(NICE)	
•  Provides	a	blueprint	to	categorize,	organize,	and	
describe	cybersecurity	work	into	Categories,	Specialty	
Areas,	Work	Roles,	tasks,	and	knowledge,	skills,	and	
abilities	(KSAs)	
•  You	can	find	the	full	version	of	the	framework	here.		
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NCWF Categories 

10	
CSCI	4391	Cyber	Attacks	and	Defense	Fall	2018	

Computer	Science,	University	of	Houston-Clear	Lake		



11	
CSCI	4391	Cyber	Attacks	and	Defense	Fall	2018	

Computer	Science,	University	of	Houston-Clear	Lake		



12	
CSCI	4391	Cyber	Attacks	and	Defense	Fall	2018	

Computer	Science,	University	of	Houston-Clear	Lake		



13	
CSCI	4391	Cyber	Attacks	and	Defense	Fall	2018	

Computer	Science,	University	of	Houston-Clear	Lake		



14	
CSCI	4391	Cyber	Attacks	and	Defense	Fall	2018	

Computer	Science,	University	of	Houston-Clear	Lake		



15	
CSCI	4391	Cyber	Attacks	and	Defense	Fall	2018	

Computer	Science,	University	of	Houston-Clear	Lake		



16	
CSCI	4391	Cyber	Attacks	and	Defense	Fall	2018	

Computer	Science,	University	of	Houston-Clear	Lake		



17	
CSCI	4391	Cyber	Attacks	and	Defense	Fall	2018	

Computer	Science,	University	of	Houston-Clear	Lake		



Career Paths in Cybersecurity 
•  Some	possible	career	paths	are	as	follows:	
•  Chief	Information	Security	Officer	
•  Forensic	Computer	Analyst	
•  Information	Security	Analyst	
•  Penetration	Tester	
•  Security	Architect	
•  IT	Security	Engineer	
•  Security	Systems	Administrator	
•  IT	Security	Consultant	
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Skills to Acquire 
• Communication	skills	
• Ability	to	work	in	a	team	environment	
•  Integrity	and	discretion	
• Organization	and	problem	solving	skills	
• Programming	skills	
• Understanding	of	security	principles	
• Risk	analysis	
• Network	protocols	
• Malicious	codes	
•  Intruder	techniques	
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How to Get There?  
•  Earn	a	Bachelor's	degree:	
•  Most	position	require	a	four-year	degree	in	
cybersecurity	or	related	fields	such	as	CS	or	IT	

• Get	advanced	training:	
•  Advanced	degrees	such	as	M.S.	
•  Applicable	certificates	and	training	

• Obtain	security	clearance:	
•  For	applicable	jobs	
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Source:	https://www.learnhowtobecome.org/computer-careers/cyber-security/	
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Certificates 
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•  Top	10	Cybersecurity	certificates	in	2018:	
•  CompTIA	Security+	
•  CompTIA	Advanced	Security	Practitioner	(CASP)	
•  Cisco	Certified	Network	Associate	(CCNA)	Security	
•  Cisco	Certified	Network	Professional	(CCNP)	Security	
•  Certified	Ethical	Hacker	(CEH)	
•  Certified	Information	Systems	Auditor	(CISA)	
•  Certified	Information	Security	Manager	(CISM)	
•  Certified	Information	Systems	Security	Professional	
(CISSP)	
•  Certified	Cloud	Systems	Professional	(CCSP)	
•  Certified	Secure	Software	Lifecycle	Professional	(CSSLP)	
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Professional Organizations 
• Here	is	a	list	of	many	cybersecurity	related	industry	
organizations:	
•  (ISC)2-International	Information	System	Security	
Certification	Consortium	
•  The	SANS	Institute	
•  OWASP-The	Open	Web	Application	Security	Project	
•  ISSA-Information	Systems	Security	Association	
•  …	
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